BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tu do - Hanh phiic

S6:8 /BC-CATTT Ha Noi, ngay 07 thang 05nam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 4/2024)

Thuc hién chirc nang quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

Béo cao cung cap thong tin vé cac su kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin méi duoc cong bd ... Thong tin nay
gitip cac co quan, té chirc ndm bt kip thdi cac van dé an toan thong tin mang
dang dién ra tir d6 co thé chu dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, to chirc minh.

Trong thang 4/2024, Cuc An toan thong tin (Bo Thong tin va Truyén thong)
phat hién xu hudéng tan cong mang mi hoa tong tién (ransomware) tang cao. P
c6 mot s6 hé théng thong tin cia co quan, t6 chuc, doanh nghiép tai Viét Nam bi
su ¢d tin cong, gay gian doan hoat dong va thiét hai vé vét chét, hinh anh cua céac
CO quan, td chire, doanh nghiép, cling nhu hoat dong bao dam an toan khong gian
mang qudc gia.

Trong thang 4/2024, hé théng giam sat, canh bao som rui ro cta Trung tim
NCSC di ghi nhan hang trim tén mién gia mao cac co quan, to chirc tai chinh,
cac ngan hang nhim muc tiéu lira ddo ngudi dan trén khéng gian mang. Vé nguy
co, rii ro méi, NCSC ghi nhan 12 16 hdng méi c6 thé giy ra cac nguy co Nghiém
Trong dén hé thong thong tin. Trung tdm NCSC ciing di phén tich va cong bd
danh sach cac chi béo tdn cong mang (IoC) lién quan dén cac chién dich tan cong
c6 thé anh huong dén Viét Nam dén cac don vi.

pé nghi cac don vi, td chirc, doanh nghiép nghién ctru cac thong tin vé céc
nguy co i ro trong bao cdo, thuc hién ra soat hé thong, xr Iy cac van dé vé an
toan thong tin mang trong hé thong va gui két qua béo céo ra soat vé dia chi thu
dién tir nesc@ais.gov.vn chim nhét trueée ngay 15 hang thang.
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1. Canh bdo an toan thong tin da phat hanh trong thang

Vin ban so 364/CATTT-NCSC
vé viéc 16 hong bao mat anh
= M ic rosoft hu:0’ng cao ZVa‘l ngl.liém tr(_)ngff trongf

cac san pham Microsoft cong bo
thang 03/2024 phat hanh ngay
15/03/2024.

Vin ban s6 607/CATTT-NCSC
vé viéc 10 hong bao mat anh
huéng nghiém trong trong phan
mém PAN-OS phat hanh ngay
17/04/2024.

, paloalto

NETWORKS'’

NCSC. Vin ban s6 722/CATTT-NCSC

vé viéc canh bao phat hién ma
CANH BAO MA POC

TROJAN s
REDLINE STEALER £

ANHHUGNG TREN CAC HE THONG THONG TIN

ddc trojan Redline Stealer gay
anh huong trén cac hé thong

A" STEALER

thong tin phat hanh ngay
24/04/2024.

2. Phat hién va ngin chan lira ddo trén khong gian mang

Thuc hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) di ghi nhan
124.624 dia chi website gia mao co quan, to chirc. Cac dbi twong sir dung website
gia mao nay dé lira ddo, gy thiét hai cho ngudi dan trén khong gian mang, dong
thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, t6 chirc
bi gia mao.

Muc tiéu hudng dén cta cac di tuong lira dao 1a lira dao nguoi dan thong
qua gia mao cac website ctia co quan chirc ning, cac to chirc tai chinh — ngan hang,
cac san thuong mai dién tir, cac cong ty 1on...
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Trong thang 4/2024, hé thong cia NCSC da phat hién 42 website gia mao
thuong hiéu véi muc dich lira dao dugc phat tan trén khong gian mang. D& nghi
cac don vi, to chirc, doanh nghiép can chu dong ra quét, phat hién sém cac website
Itra d4o gia mao td chirc cia minh, canh bao sém dén nguoi dung cia minh nhim
ngin chan cac hoat dong lira dao dén nguoi ding, dam bao an toan thong tin cho
nguoi dung, bao vé chinh thuong hi¢u cua t chuc.

Phét hién website gid mao thuong hiéu véi muc dich Iira ddo tryc tuy&n trén khéng gian mang trong thang

WEBSITE DlA CHIIP GlA MAO T6 CHUC

https://tdkd08[.Jcom/ Website gid mgo san TMDT Tiki

https://canhanshinhan[.Jcom

Website gid mao Ngan hang TNHH MTV Shinhan Viét Nam

httpsz/[vnsendo{-]shﬂpl Website gid mao san TMDT Sendo

h}(ps:/[wwvﬂ.]dallyssshopee[.]com Website gid mao san TMBT Shopee

https://vn63251s[.Jcom Website gid mao san TMDT Shopee

Xem thém

Danh sach cac website lia dao dwoc cap nhat tai
https://alert.khonggianmang.vn/

Ghi chu: Danh sach cac website gia mao da phat hién tai Phu luc I kem theo.

3. Phat hién va canh bao sém cac 16 hong ciia cac hé thong thong tin trén
khong gian mang

Thue hién nhiém vu thu thap thong tin, tong hop, phén tich, theo déi va du
béo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat k¥ thuat cia NCSC da ghi nhan c6
89.351 diém yéu, 16 hong an toan thong tin tai cdc may chil, may tram, hé thong
thong tin clia cac co quan to chitc nha nudc.

Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
cua co quan, 16 chire tai Phu luc II kém theo.

Trong thang 4/2024, hé thong giam sat, ra quét tir xa cta Trung tim NCSC
da phat hién hon 1600 15 hong trén 5000 hé thong dang mé cong khai trén Internet.
Trung tam NCSC ciing d3 ghi nhan 12 16 hdng méi duoc cong b, ¢ mirc dd anh
huéng Nghiém trong/Cao c6 thé bi loi dung dé tan cong, khai thac vao cac hé
thong cia cac co quan, to chirc. Cac 16 hong nay 1a cac 16 hong ton tai trén cac
san pham pho bién ctia nhiu co quan, t6 chirc, doanh nghiép. Pé nghi cac don vi
can thuc hién kiém tra toan dién va ra soat hé théng cua minh giup xac dinh h¢
thdng cta minh c6 sir dung cac san pham bi anh hudng bai cac 16 hong khong,
nhanh chéng dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.


https://alert.khonggianmang.vn/
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DPong thoi, lién tuc cap nhat thong tin vé cac 16 hong méi, cac xu hudng tan cong
trén khong gian mang.

Phat hign 16 héng tir 5000+ hé théng dugc giam sét trong thang

o . - . po . -

TG CHUC B| ANHHUGNG LOHONG MUC B NGHIEM TRONG
Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)
Apache Solr 7.4.0 <= 7.7.3 [ 8.0.0 <= 8.11.0 RCE
Microsoft Exchange Server RCE
Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle WebLogic Java Object Deserialization RCE
Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sdch cac I6 héng moi duwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 18 hong dang chi ¥ dwoc ghi nhin trong thang 4/2024:

Ma diém

yéu/15 hf;ng Ghitchu

TT

- Piém CVSS: 10.0 (Nghiém trong)
- M6 ta: L3 hong cho phép ddi tuong

téi‘n cong truy cdp va thyc hién céc https://nvd.nist.gov/vul
1 | CVE-2024-3094 | hanh vi trai phép. n/detail/CVE-2024-
- Anh huéng: Tukaani XZ 3094

- L) hong da c6 ma khai thac va
dang bi khai thac trong thuc té.

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L3 hong cho phép dbi tuong
tan cong thuc hién tan cong tir choi

] i dich vu, thuc thi ma tuy ¥. https://nvd.nist.gov/vul
2 CVE-2024 Lo ' 7Y n/detail/CVE-2024-
21894 - Anh hudng: Ivanti Connect Secure, 21894

vanti Policy Secure

- Lb hong da c6 ma khai thac va
dang bi khai thac trong thuc té

- Piém CVSS: 10 (Nghiém trong
- MG ta: L) hong cho phép dbi twong | https:/nvd.nist.gov/vul
3 | CVE-2024-3400 | tan cong thuc thi ma tuy y. n/detail/CVE-2024-

- Anh huéng: Palo Alto Networks S
PAN-OS



https://alert.khonggianmang.vn/
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- L6 hong d3 c6 ma khai thac va hién
dang bi khai thac trong thuc té.

- Piém CVSS: 8.2 (Nghiém trong)

- M6 ta: L3 héng cho phép dbi tuong
tan cong thuc thi ma tuy y trén hé

https://nvd.nist.gov/vul

CVE-2024- | théng. w/detail/CVE-2024-
20720 .
- Anh hudéng: Adobe Commerce 20720
- L5 hong d3 c6 mi khai thac va hién
dang bi khai thac trong thuc té.
- biém CVSS: 8.2 (Cao)
- M6 ta: L4 hong cho phép d6i tuong '
CVE-2023- | tAn cong bo qua bao mét xac thyc. https:/nvd.nist.gov/vul
, ) n/detail/ CVE-2023-
46805 - Anh huéng: Ivanti ICS. 46805
- L6 hong da c6 ma khai théc va hién
dang bi khai thac trong thuc té.
- Piém CVSS: 9.1 (Nghiém trong)
- M6 ta: L3 hong cho phép dbi tuong
tan cong thuc thi ma tuy y. : '
CVE-2024- q gty . Yy https.//nyd.mst. gov/vul
21887 - Anh hudng: Ivanti Connect Secure, n/detail/CVE-2024-
Ivanti Policy Secure 21887
- L6 hong di c6 ma khai thac va hién
dang bi khai thac trong thuc té.
- Biém CVSS: 6.0 (Trung binh)
- M6 ta: L6 hong cho phép doi tuong
tan cong thuc thi ma tuy y. _
. ' i https://nvd.nist.gov/vul
CVE-2024- - Anh huong: Cisco Adaptive n/detail/ CVE-2024-
20359

Security Appliance (ASA), Cisco
Firepower Threat Defense (FTD).

- L hong da c6 ma khai thac va hién
dang bi khai thac trong thuc té.

20359

CVE-2024-2879

- Biém CVSS: 7.5 (Cao)

- M6 ta: Ld hong cho phép dbi twong
tan cong thyuc hién tan cong SQL
Injection.

- Anh huong: WordPress

- L6 hong da c6 ma khai théc va hién
dang bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
2879
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CVE-2024-
22023

- Piém CVSS: 5.3 (Trung binh)

- M6 ta: L hong cho phép dbi tuong
tan cong thyc hién tan cong tir chbi
dich vu.

- Anh huéng: Ivanti Connect Secure,
Ivanti Policy Secure

- L6 hong hién dang bj khai théc
trong thuc te.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
22023
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CVE-2024-
22053

- Piém CVSS: 8.2 (Cao)

- M6 ta: L hong cho phép d6i tuong
tan cong thuc hién tdn cong tir chdi
dich vu.

- Anh huong: Ivanti Connect Secure,
Ivanti Policy Secure

- L hong hién dang bi khai thac
trong thuc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
22053
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CVE-2024-
22052

- Piém CVSS: 7.5 (Cao)

- Mo ta: L hong cho phep doi tuong
tan cong thuc hién tan cong tir choi
dich vu.

- Anh huong: Ivanti Connect Secure,
Ivanti Policy Secure

- L) héng hién dang bi khai thac
trong thuc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
22052
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CVE-2024-
21893

- Piém CVSS: 8.2 (Cao)

- MO ta: L hong cho phép dbi twong
tan cong khai thac 161 SSRF.

- Anh huéng: Ivanti Connect Secure,
Ivanti Policy Secure.

- Lb hong hién dang bi khai thac
trong thuc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
21893

4. Phan tich rii ro va canh bao sém cac nguy co tan cong ¢6 chu dich

Thuc hi¢n phan tich, theo do1 va du bdo, canh bado sém xu hudng vé tan cong

mang, Cuc An toan thong tin (B6 Thong tin va Truyén thong) phat hién xu hudng
tan cong mé hoa tdng tién (ransomware) ting cao trong thoi gian gan day. Da co

mot sd hé théng thong tin cua co quan, td chirc, doanh nghi¢p tai Viét Nam bi sy
cd tan cong, gdy gian doan hoat dong va thiét hai vé vat chét, hinh anh cta cac co
quan, to chirc, doanh nghiép, ciing nhu hoat dong bao dam an toan khong gian
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mang qudc gia. Cuc An toan thong tin di phat hanh Cong van s6 607/CATTT-NCSC
ngay 17/04/2024 vé viéc 156 hong bao mat anh hudng nghiém trong trong phan
mém PAN-OS; cong vin sd 722/CATTT-NCSC ngay 24/04/2024 vé viéc canh
bao phat hién ma ddc trojan Redline Stealer gdy anh hudng trén cac hé thong
thong tin.

Trung tdm NCSC d tién hanh thu thap, phén tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tan cong mang c6 thé anh huong dén co quan, t6
chuc, doanh nghi¢p Viét Nam. Cac don vi can chu dong ra soat cac may chu, may
tram, ra soat toan by cac hé théng gidm sat theo cac chi bdo ma Trung tam NCSC
cung cap trong bao cdo nham xir 1y sém céc rui ro trong hé thong, lién tuc cap
nhat céc chi bdo vé tin cong mang, dac biét 1a cac chi bao da duogc chia sé tir hé
thong ctia Trung tim NCSC.

Phat hién 283 IoC ¢4 lién quan dén céc chién dich tdn céng vao Viét Nam trong théng

ioc NHOM TAN CONG APT
advance: d-ipsccanner| [.Jcom FIN7
109L.1107171L162 FIN7
185[.139.204[.1179 FIN7
166[.111601.1118 FIN7
1810.1215.69[.124 FIN7
myscannappol.]Jonline FIN7

myscannappol.Jinfo FIN7

Théng tin I0C dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sich cdc IOC ¢é thé anh huéng t6i co quan, té chire doanh
nghiép Viet Nam ghi nhan tai Phu luc 11l kem theo.

5. Phat hién va canh bao sém cac nguy co botnet trong hé thong

Thuc hién viéc phan tich va phat hién sém cac nguy co tir bén trong hé thong,
dic biét 1a cac nguy co may cha, may tram trong hé thong nhiém ma doc, trd thanh
botnet. H¢ théng gidm sat cia NCSC da thuc hién thu thap chia sé thong tin vé
cac mdi de doa trén khong gian mang véi cac to chirc qudc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 4/2024, Trung tim NCSC phat hién 05 hé théng cua cac don vi
c6 két ndi dén ha tang botnet. Trung tim NCSC da thuc hién chia sé cac thong tin
botnet nay dén cac don vi thong qua hé thong phat hién canh bao sém botnet.


https://alert.khonggianmang.vn/

Phét hién 5 hé thdng bi &y nhiém ma ddc botnet trong thang

TO CHUC B] ANH HUONG DJA CHiIP C&C CONG KET NOI C&C

216.218.185.162 80

216.218.185.162 80

216.218.185.162 80

216.218.185.162 80

216.218.185.162 80

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Ghi chii: Danh sdch cdc don vi ¢é dia chi IP nam trong botnet ghi nhan tqi
Phu luc 1V kem theo.

Trong qua trinh thuc hién, néu c6 thong tin can hd trg dé nghi lién hé voi
Trung tdm gidm sat an toan khong gian mang qudc gia, Cuc An toan thong tin, Bo
Thong tin va Truyén thong thong: dién thoai: 024.32091.616 hoac s6 dién thoai
truc duong day nong hd tro giam sat, canh bao sém 0961.405.333, thu dién tir:
ncsc(@ais.gov.vn./.

Noi nhén: KT. CUC TRUONG
- Nhu trén; : PHO CUC TRUONG

- Thir trudng Pham DPuc Long (d€ b/c);

- Pon vi chuyén trach vé ATTT/CNTT ciia Vin
phong Trung wong Pang, Vin phong Qudc hoi,
Vin phong Chu tich nuréc, Toa an Nhan dan toi
cao, Vién Kiém sat nhan dan tbi cao, Kiém toan
Nha nudc;

- Bon vi chuyén trach vé& ATTT/CNTT cua cac bo,
co quan ngang bd, co quan thudc Chinh phu;

- S¢ TT&TT cac tinh, thanh phé truc thudec TW;

- Cac Tép doan kinh té va Tong cong ty nha nudc;
- Céc T6 chirc tai chinh, Ngan hang thuong mai nha nudc;
- Ngan hang Thuong mai c¢6 phan;

- Ngén hang Chinh sach xa hoi;

- Ngan hang Phat trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Céc cong ty C6 phan Chung khoan;

- Céc To chirc, doanh nghiép hoat dong trong linh vuc
thuong mai dién tu;

- Céc 6 chirc, doanh nghiép cung cép dich vu trung gian
thanh toan, vi dién ti;

- Céc Cuc: Vién thong, Buu dién Trung wong;

- Cac Trung tam: TTTT, VNNIC;

- Cuc truong (dé b/c);

- Cac Pho Cuyc trudng;

- Céc phong: ATHTTT, TT&HTQT;

- Trung tam VNCERT/CC;

- Luu: VT, NCSC.L10.

m,, =2 N

n Dang Khoa
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Phu luc |

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN

TRONG THANG
(Kém theo Bdo cdo s6 /BC-CATTT ngay  thang  nam 2024
cua Cuc An toan thong tin)
TT Website gia mao Ghi chu
Website gig an TMDT
1 | https://www[.Jvnambzuon36sc|.]vip/ COSIIE Bla THA0 San
Amazon
Website gia an TMDT
2 https://vn147258p[.Jcom EOSIIE £la THao San
Amazon
Website gia Cong ty Co
3 https://quaysomediamart2024[.]vip ekSI © gle,l o O_rig Yo
phan MediaMart Viét Nam
Website gia Cong ty Co
4 | https://quaysomediamart2024].]vip/ ek Se gle,l ao O,rig Yo
phan MediaMart Viét Nam
: Website gia Cong ty Tai
5 https://hdtinchap[.]Jcom e, SIie S1d Thad LOns 1y 2dl
chinh TNHH HD SAISON
6 https://mayxanhsupport[.]Jcom/ Website gia mao Pién may xanh
7 https://lotttemart[.]store Website gia mao LOTTE
8 https://clzl[.]pro Website gia mao MoMo
Website gié Ngén hang Phat
9 https://vdbank[.Jcom][.]Jvn eoSIe glimao,A safl flang Fha
trien Viét Nam
10 https://sotuyenvcbl.]vietcombankerf. Website gia mao Ngan Hang
Jcom TMCP Ngoai thuong Viét Nam
: Website gid Ngan ha
11 https://mbfic-plus[.]Jcom eosTie £l maOA gil,l ne
TMCP Quan doéi
19 https://khach-hang-ca-nhan- Website gia mao Ngan hang
vip5[.Jcom TMCP Quéc té Viét Nam
Website gi3 Ngan ha
13 | https://dich-vu-khcn-vvip-vib[.]Jcom eoSIte Sla a0 gdh ang

TMCP Quéc té Viét Nam
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cskh-vib[.Jnang-han-muc-the-

Website gia mao Ngan hang

14 _ C L
visa[.Jcom TMCP Quoc t€ Viét Nam
Website gié Ngan hé
15 khcn-uu-tien-3fv-vib[.Jcom eOSIE glaima? %an ne
TMCP Quoc té Viét Nam
Website gié Ngan hé
16 kh-cn-uutien-3fv-vib[.Jcom eOSIE glaima? %an ne
TMCP Quoc té Viét Nam
: Website gié Ngén hé
17 stcard-vib[.Jcom eosTe glaﬁma? ,gfm e
TMCP Quoc té Viét Nam
: Website gié Ngén hé
18 | https://khachhangvib-canhan[.Jcom/ eOSTe glaﬁma? ,gfm e
TMCP Quoc té Viét Nam
: Website gia Ngén ha
19 https://vibbca-nhan[.Jcom/ eOSTE glaﬂma? _gfm e
TMCP Quoc teé Viet Nam
20 https://nang-han-muc-vcsl1-khen- Website gia mao Ngan hang
vib[.Jcom TMCP Qubc té Viét Nam
. : Website gia mao Ngan han
21 http://vipcard-vib[.]Jcom/ 8 L s g 8
TMCP Quoc té Viét Nam
99 https://khoi-khach-hang-ca-nhan-vni- Website gia mao Ngan hang
diamon[.Jcom TMCP Qubc té Viét Nam
23 https://vpb[.]Jtanghanmucvisa- Website gia mao Ngan hang
vn[.Jcom TMCP Viét Nam Thinh Vuong
o4 https://shinhan[.]Jchamsoccanhankhac Website gia mao Ngan hang
hhangthe-tructuyen].]online TNHH MTYV Shinhan Viét Nam
: Website gia mao Ngan han
25 https://canhanshinhan[.Jcom 8 ; 8 . 8
TNHH MTYV Shinhan Viét Nam
Website gia mao san TMDT
26 https://vnsendo[.]shop/ '
g L-Ishop Sendo
. Website gia mao san TMDT
27 | https://wwwl.]dailyssshopee[.]Jcom ‘
P [.1dailyssshopeel.] Shopee
Website gia an TMDT
28 https://vn63251s[.Jcom eoSIe Sld TR0 san
Shopee
Website gia an TMDT
29 https://vn68822s[.]Jcom/ EOSITE £1a mao Sall
Shopee
Website gi3 an TMDT
30 https://sp77888[.Jcom/ EOSIIE £1a mao sS4l

Shopee
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31

http://sp6788[.]Jcom

Website gid mao san TMDT

Shopee
Website gig an TMDT
32 https://sp56788[.]Jcom/ COSIIE B1a A0 San
Shopee
Website gig an TMDT
33 https://investshopeemall[.]net/ COSIIE B1a A0 San
Shopee
34 https://skhf11[.]Jcom Website gia mao san TMDPT Tiki
35 https://fdsd22[.]Jcom Website gia mao san TMDPT Tiki
https:// Jtuyendungtiki2024].
36 ps:fw.] uyn / Hhgtixd LIv Website gid mao san TMDPT Tiki
37 https://tdkd00[.]Jcom/ Website gia mao san TMPT Tiki
38 https://fdsd11[.]Jcom/ Website gia mao san TMDPT Tiki
39 https://nhanvientiki[.]Jinfo/ Website gia mao san TMDPT Tiki
40 https://skhf66][.]Jcom/ Website gia mao san TMPT Tiki
41 https://tdkd07[.]Jcom Website gia mao san TMDPT Tiki
42 https://tdkd08[.]Jcom/ Website gia mao san TMDPT Tiki
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Phu luc 11
MOQT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC
(Kém theo Bdo cdo s6  /BC-CATTT ngay  thing  ndm 2024
cua Cuc An toan thong tin)

Mai diém yéu/ | SL may bi

X 1 X . . Ghi chu
10 hong anh huong
| https://nvd.nist.gov/vuln/detail/ CVE- |
1 | CVE-2022-26809 15934 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2024-3516 11294 2024-3516
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-3914 10154
2024-3914
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-2887 8555
2023-2887
s | CVE2023.21716 6598 https://nvd.nist.gov/vuln/detail/ CVE-
2024-21716
6 | CVE2024-4060 5045 https://nvd.nist.gov/vuln/detail/ CVE-
2024-4060
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2024-3865 3406 2004-3965
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2024-3846 3346 2 004-3846
9 | CVE-2024.3150 2871 https://nvd.nist.gov/vuln/detail/ CVE-
2024-2871
10 | cVE2022-0001 771 https://nvd.nist.gov/vuln/detail/ CVE-
2024-2771
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Phu luc 111
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF
COMPROMISE)

(Kém theo Bdo cdo s6  /BC-CATTT ngay thang  nam 2024
cuia Cuc An toan thong tin)

STT ‘ Indicators of compromise Ghi chu

1 Update.py

3de2a4392b8715bad070b2a
2 | el2243f166ead37830f7c6d24¢7
7898592719caac
5460b51da26¢c060727d128f3b3
3 | d6415d1adc25af6a29fefacc6h8 CVE-2024-3400
67ad3659078
172.233.228[.]193
hxxp://172.233.228][.]93/policy
hxxp://172.233.228][.]93/patch
66.235.168[.]222
5e37b3289054d5e774c02a6ec4
8 915a60156d715f3a02aaceb725
6¢c3ebdc6610
https[:]//github[.]com/microsoft
9 | /vepkg/files/14125503/Cheat.La
b.2.7.2.zip
873aa2e88dbc2efa089e6efd1c8
10 | a5370e04c915749d763112912b
cb640439997
751197824cd211ae710655e60a Redline Stealer
11 | 26885cd79974f0f0a5e4e582e3b
635492b4cad
dfb123697cfd9d35f263af7a455
12 | 351480920a95bfc642f3254¢e€8
452ce20655a
13 213[.]248[.]143[.]58
hxxps://github.com/microsoft/S
14 | TL/files/14432565/Cheater.Pro.
1.6.0.zip

N N 0| B~
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15 51[.179[.]208][.]1192
16 199[.134[.127[.]196
17 139[.199[.123[.19
18 14[.]1225[.]210[.]98
19 14[.]1225[.]210[.]97
20 14[.]225[.]210[.]209
21 14[.]225[.]210[.]222
doc-0s-44-
22 | docstext[.]googleusercontent].]
com
doc-10-44-
23 | docstext[.]googleusercontent|.]
com
24 kzeight8ht.top/upload.php
25 kbeight8sb.top/upload.php
26 kbeight8vs.top/upload.php
27 kbeight8ht.top/upload.php
28 kbeight8pn.top/upload.php
29 dbeight8pt.top/zip.php
30 kveight8sb.top/zip.php
31 peasanthovecapspll.shop/api
32 claimconcessionrebe.shop/api
33 | culturesketchfinanciall.shop/api
34 | gemcreedarticulateod.shop/api
35 | liabilityarrangemenyit.shop/api
16 modestessayevenmilwek.shop/a
pi
37 | secretionsuitcasenioise.shop/api
38 sofahuntingslidedine.shop/api
39 | triangleseasonbenchwj.shop/api
40 185.23.108.220|6339
41 techsheck.b-cdn.net/Zen90
42 zexodown-2.b-cdn.net/Petal2
43 denv-2.b-cdn.net/FebL5
44 | metrodown-2.b-cdn.net/MebL 1
45 metrodown-2.b-cdn.net/SAq2

46

denv-2.b-cdn.net/FeblL4

CoralRaider
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download-main5.b-

47 cdn.net/BSR_v7IDcc

48 | metrodown-3.b-cdn.net/MebL1
49 dashdisk-2.b-cdn.net/XFeb18
50 103.27.202[.]85

51 118.193.40[.]42 ToddyCat
52 Ha[.]Jbbmouseme[.]com

53 192.36.57[.]181

54 185.227.111[.]17

55 172.105.90[.]154

56 45.86.163[.]224

57 213.156.138[.]77

58 45.77.52[.]253

59 212.193.2[.]148

60 89.44.198[.]1196

61 213.156.138[.]78

62 213.156.138[.]68

63 185.244.210[.]65 UAT4356
64 185.167.60[.]85

65 176.31.18[.]153

66 185.244.210[.]120

67 172.105.94[.193

68 89.44.198[.]189

69 103.114.200[.]230

70 51.15.145[.137

71 131.196.252[.]148

72 121.227.168[.]69

73 194.4.49].16

74 216.238.75[.]155
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Phu luc IV

DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG

BOTNET
/BC-CATTT ngay

(Kem theo Bao cdo so

thang  nam 2024

cua Cyc An toan thong tin)

1. Danh sach B§/Nganh

S6 lwong
IP botnet

Loai ma

thang doc/botnet

S6 lwong
Tén don vi 1P b?tnet
: thang
03/2024
Vién Han lam Khoa
| hoc va Cong nghé 0
Viét Nam

04/2024

1 StealRat

2. Danh sach Tinh/thanh

S6 lwong IP  S6 lwong IP

botnet

botnet

Tén don vi théng théng Ghi chu
03/2024 04/2024
1 Ba Ria Viing Tau 1 1 Andromeda
2 Pak Nong 0 1 Gamut
3 Lai Chau 2 1 Andromeda
4 Thai Binh 1 1 Andromeda
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Phu luc V

TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019
(Kém theo Bdo cdo s6 /BC-CATTT ngay thang nam 2024
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

Thoi gian gan

B§/Nganh/Co quan Thoi gian bit nhit nhian dwoc SO lwong canh
TT trwc thugc Chinh  dau chia sé dir dir li¢u béo trong
phii li¢u (tinh dén  thang 04/2024
30/04/2024

1 | Bo Cong Thwong | 09/08/2020 29/04/2023 0

o | B Giao t‘;‘-(‘f vabao| 4408020 09/01/2024 0

3 | BO Giao tgi“’“g van o 15/05/2020 26/07/2023 0

4 |BOKS h"g;’h vabau | 000 h00 23/04/2024 33289

5 | BOKhoahocva 19/11/2020 15/04/2024 14717

Cong nghé
Bo Lao djng -
6 | Thwong Binh va Xa| 11/12/2020 03/10/2023 0
hdi

7 B6 Ngoai giao 24/07/2020 22/01/2024 0

8 B Noi vu 30/07/2020 30/04/2024 9796

g | BONongnghiepva | 5q,56,05 23/02/2024 0

Phat trién nong thon

10 B6 Tai chinh 15/12/2020 30/04/2024 211722

17 | BO Tainguyenva 03/10/2020 01/03/2024 0
Mo1 truong
12 | BO Thongtinva 11/02/2022 30/04/2024 49202
Truyén thong

13 Bo Tu phap 18/03/2023 30/04/2024 1003300

14 | BoVanhoa, The |, 00c00 19/03/2024 0
thao va Du lich
15 B¢ X4y Dung 23/07/2020 15/04/2024 4
16 By Y té 17/07/2020 14/08/2020 0
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17 |Ngan hang Nhanude| o, 57,705 30/04/2024 37140476
Viét Nam

18 Tha“hptl‘;i}l Chinh | 0/112020 01/10/2023 0

19 | Uy ban Dan te 08/10/2020 30/04/2024 1468
o0 | VAN ph{‘;’l‘:i,% Chinh | 55092020 06/10/2022 0

21 | BaoHiém XaHoi | 08/11/2020 30/04/2024 114

2o | Pl Tmyﬁ:n}l‘inh VIEt 141092020 30/04/2024 2917
23 Vié'kllij‘(‘:‘l\lmm 22/09/2020 12/03/2024 0

o4 | Kiémtodn Nhanuse | oo 00507 30/04/2024 1130

Viét Nam
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2. Danh sach Tinh/Thanh

S6 lwong canh

Thoi gian gan

i b ol oindrge bl g
30/04/2024)

1 | AnGiang 30/09/2020 30/04/2024 911
2 | Bic Giang 21/08/2020 30/04/2024 13127
3 Béc Kan 01/09/2020 30/04/2024 9808
4 | BacLiéu 09/10/2020 19/07/2023 0
5 | Bic Ninh 23/07/2020 30/04/2024 42398
6 | B Ri;‘él'uv‘jng 20/07/2020 30/04/2024 4860
7 Bén Tre 10/08/2020 30/04/2024 17353
8 | BinhDinh 05/06/2020 30/04/2024 1126
9 | Binh Duong 24/04/2020 30/04/2024 381400
10 | Binh Phusc 23/04/2020 19/04/2024 26895
11 | Binh Thuan 31/08/2020 30/04/2024 25664
12 Ca Mau 15/05/2020 30/04/2024 564
13 |  Cin Tho 13/04/2020 30/04/2024 4951
14 | Cao Bing 14/08/2020 30/04/2024 3364
15 Pak Lak 17/06/2020 30/04/2024 7054
16 | Dék Nong 31/08/2020 30/04/2024 13514
17 | DaNing 09/06/2020 26/04/2024 158
18 | Dién Bién 02/06/2020 30/04/2024 27597
19 | Dbdng Nai 15/06/2020 27/02/2024 0
20 | Dbng Thap 14/07/2020 30/04/2024 780
21 Gia Lai 14/09/2020 30/04/2024 2287
22 | Ha Giang 18/08/2020 30/04/2024 1004
23 | Hai Dwong 04/09/2020 12/05/2022 0
24 | Hai Phong 28/07/2020 26/04/2024 8
25 | HaNam 22/09/2020 30/04/2024 1775
26 Ha N¢i 30/06/2020 29/04/2024 27
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27 Ha Tinh 06/10/2020 24/04/2024 294
28 Hoa Binh 13/05/2020 30/04/2024 864
29 | Ho6 Chi Minh 26/06/2020 30/04/2024 8830
30 Hau Giang 02/10/2020 11/02/2024 0
31 Hung Yén 22/05/2020 30/04/2024 5287
32 Khéanh Hoa 21/09/2020 30/04/2024 80
33 Kién Giang 24/09/2020 30/04/2024 11039
34 Kon Tum 28/09/2020 30/04/2024 574
35 Lai Chau 26/09/2020 03/02/2024 0
36 Lam Dong 22/10/2020 16/04/2024 144
37 Lang Son 08/10/2020 30/04/2024 477
38 Lao Cai 09/07/2020 30/04/2024 256066
39 Long An 22/07/2020 30/04/2024 13838
40 Nam Dinh 21/09/2020 30/04/2024 2643
41 Nghé An 09/09/2020 30/04/2024 2501
42 Ninh Binh 28/07/2020 30/04/2024 2652
43 | Ninh Thuan 01/09/2020 30/04/2024 79330
44 Phu The 01/10/2020 04/07/2023 0
45 Phu Yén 30/11/2020 30/04/2024 17895
46 | Quang Binh 01/07/2020 30/04/2024 9430
47 | Quang Nam 14/09/2020 31/01/2024 0
48 | Quang Ngai 12/08/2020 30/04/2024 12377
49 | Quéang Ninh 12/09/2020 18/11/2023 0
50 Quéng Tri 24/12/2020 30/04/2024 45032
o1 Soc Trang 12/08/2020 30/04/2024 59476
52 Son La 13/07/2020 30/04/2024 3070
53 Téay Ninh 08/07/2020 30/04/2024 446
o4 Thai Binh 25/06/2020 29/03/2024 0
55 | Thai Nguyén 19/11/2020 19/04/2024 11492
56 Thanh Hoa 29/09/2020 30/04/2024 405865
57 |Thira Thién Hué 29/07/2020 30/04/2024 40069
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58 Tién Giang 24/09/2020 30/04/2024 462
59 Tra Vinh 29/07/2020 30/04/2024 116350
60 | Tuyén Quang 19/11/2020 29/03/2024 0

61 Vinh Long 25/06/2020 30/04/2024 9697
62 Vinh Phiic 30/06/2020 23/04/2024 2698
63 Yén Bai 26/08/2020 30/04/2024 3915
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