BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Poc 1ap - Tw do - Hanh phiic
Sb: 21 /BC-CATTT Ha No¢i, ngay /2 thang 70 nam 2023
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 09/2023
va thong ké két noi chia sé dir liéu vé ma doc, giam sat

1. Canh b4o an toan thong tin da phat hanh trong thang

Vin ban sé 1664/CATTT-NCSC
vé viéc 16 hong bao mat anh

Microsoft huong cao va nghi€ém trong trong
cac san pham Microsoft cong bo
thang 09/2023 phat hang ngay
21/9/2023.

2. Tinh hinh trién Kkhai cong tic phong chong phan mém déc hai va
chia sé dir liéu ma d¢c theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi s6 14/CT-TTg ctia Thu twéng Chinh phit ban hanh ngay
25/5/2018 vé viéc ning cao niang luc phong, chéng phan mém doc hai, Cuc An
toan thong tin da giao Trung tAm Gidm sat an toan khéng gian mang quéc gia
(NCSC) hd trg 14 doanh nghiép c6 giai phap phong chdng ma doc thuc hién két
nbi chia sé¢ dir liéu ma doc theo van ban 2290/BTTTT-CATTT ngay 17/7/2018
vé viéc huéng dan két ndi, chia sé thong tin vé mi doc giira cac hé thong ky
thuat. Danh sach san pham phong chéng ma doc c6 kha ning két ndi chia sé dir
liéu cap nhat tai: https://ncsc.gov.vn/alert/danh-sach-san-pham-phong-chong-
ma-oc-co-kha-nang-ket-noi-chia-se-du-lieu.81/

Dén hét thang 09/2023 da c6 88 don vi (63 Tinh/Thanh, 25 Bo/Nganh)
trién khai giai phap phong chéng ma doc tap trung va thyc hién két ndi chia sé
thong tin vé md doc v6i Trung tdm Gidm sat an toan khong gian mang qubc gia
(NCSO).

Trong thang 09/2023, thong qua két ndi chia sé dir lidu vé ma doc tir 88
don vi, Hé théng ky thuat ctia Trung tdm Gidm sat an toan khong gian mang
quéc gia (NCSC) ghi nhin 80/88 don vi c6 két ndi thudng xuyén. Trong cac don
vi két ndi thuong xuyén co 80/80 don vi chia sé vé hé diéu hanh cac may (tong
sd may 1a 179.821).



2

Tinh dén thang 09/2023 ¢6 03 don vi bao gdm: B§ Giao duc va Pao tao,
B6 Nong nghiép va Phat trién nong thon, Uy ban Dén tdc chua thuc hién
chia sé¢ dir litu ma doc vé Hé thong ky thuat ctia Trung tdm Gidm sat an toan
khong gian mang quéc gia (NCSC). Vi vay, dé nghi cac don vi thyc hién chia sé
day du thong tin dir liéu md doc nham nang cao ning luc phong, chéng phan
mém doc hai va thuc hién danh gia chi sb 1ay nhiém phan mém doc hai & cac b,
nganh, dia phuong, coi day la mdt trong nhitng ti€u chi danh gia muac do bao
dam an toan thong tin cia cac bg, nganh, dia phuong.

Mot s6 don vi cé s6 lwgng may chia sé trong thang twong ddi diy di:
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Ghi_chii: Hién trang trién khai gidi phdp phong chong md déc dap img
yéu cau ciia Chi thi s6 14/CT-TTg nam 2018 tai Phu luc I kem theo.

3. Tinh hinh trién khai cong tac giam sat an toan thong tin va két ndi
chia sé dir li¢u giam sat theo Chi thi 14/CT-TTg nam 2019

Thuc hién Chi thi sb 14/CT-TTg ctia Thu twéng Chinh phit ban hanh ngay
07/6/2019 vé viéc tang cuong bao ddm an toan, an ninh mang nham cai thién chi
s6 xép hang cua Viét Nam, Cuc An toan thong tin dd giao Trung tdm Giam sat
an toan khong gian mang qudc gia (NCSC) hd tro 13 doanh nghiép c6 giai phap
giam sat an toan thong tin thuc hién két ndi chia sé dit liéu theo vian ban
2973/BTTTT-CATTT ngay 04/9/2019 vé viéc hudng dan trién khai hoat dong
giam sat an toan thong tin trong co quan, to chitrc nha nudc.

DPén hét thang 09/2023 di c6 87 don vi (63 Tinh/Thanh, 24 Bo/Nganh)
trién khai cong tac giam sat an toan thong tin va thuc hién két ndi chia sé dit liéu
giam sat v6i Trung tAm Gidm sat an toan khong gian mang qudc gia (NCSC).

Trong thang 09/2023, thong qua két ndi chia sé dir liéu giam sat tir 87 don
vi, Hé thong k¥ thuat ctia Trung tim Giam sat an toan khong gian mang qudc gia
ghi nhan 72/87 don vi ¢ két ndi chia sé¢ dit liéu twong dbi day du, 15/87 don vi
bi mat két ndi chia sé dit liéu.

Mot s6 don vi c6 két noi chia sé dir liéu giam sit trong thiang twong
déi day dua:
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Ghi chu: Hién trang két néi chia sé dir liéu giam sat tai Phu luc Il kem
theo.
4. Tinh hinh lay nhiém ma dgc trén ca nwéc

Trong thang, Hé thdng k¥ thuat cua Trung tdm Gidm sat an toan khong
gian mang quéc gia (NCSC) d3 ghi nhan 413.314 dia chi IP cta Viét Nam nim
trong mang botnet (giam 3,34% so v6i thang 08/2023), trong do6 c6 156 dia chi
IP cta co quan, t6 chirc nha nuéc (18 dia chi IP Bo/Nganh, 138 dia chi IP
Tinh/Thanh).
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B{ Khoa hoc va Cing nghé 1
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Dal Tiéng noi Vigt Nam ( Radio the Voice of Vigt s ~mpinh [ -
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Ghi chii: Danh sdach cac don vi ¢é dia chi IP nam trong mang botnet
Trung tam NCSC phat hién co tai Phu luc 111 kem theo.

Thong tin chi tiét vé cac dia chi IP ndm trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/Nganh, Tinh/Thanh c6 thé tra ctru, cap nhat thong
tin thuong xuyén thong qua tai khoan di c6 trén Hé thdng giam sat tir xa do
Trung tam Giam sat an toan khong gian mang qudc gia (NCSC) cip. Thong tin
tir Hé thong ciing c6 thé tham khao, st dung dé danh gia hiéu qua giai phap
giam sat, phong chéng mé doc tap trung dang trién khai.
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5. Ra soat ngi dung quing ciao khong phu hgp trén website cia co
quan nha nudc (.gov.vn)

Trong thoi gian vua qua, c6 rat nhidu website ctia co quan nha nudc bi loi
dung dé cai cam, ding tai, chuyén hudng hoic lién két v6i ndi dung quang céo
khong phu hop nhu: game bai, co bac....

~ Ngay 19/12/2022, B Thong tin va Truyén thong da phat hanh canh bao
s0 6327/BTTT-CATTTT vé viéc ra soat ndi dung khong phu hgp trén website
cua co quan nha nudc (.gov.vn).

Cuc An toan thong tin phat hanh canh bao dién rong s 381/CATTT-
NCSC ngay 17/3/2023 va canh bao dién rong s6 972/CATTT-NCSC ngay
19/6/2023 vé viéc ra soat ndi dung khong phu hop trén website ciia co quan nha
nudc (.gov.vn).

Tuy nhién dén thoi diém hién tai, Trung tim Giam sat an toan khong gian
mang qudc gia (NCSC) tiép tuc ghi nhan co 28 don vi (18 Tinh/Thanh, 10
Bo6/Nganh) con ton tai cac website ctia don vi bi loi dung dé tai 1én sé luong 16n
tép tin c6 ndi dung doc hai. Nhimng tép tin ndy xuat hién trong két qua tim kiém
ctia Google va thuc hién chuyén huéng ngudi dung sang website khac khi ngudi
dung truy cap dudng dan. Diéu nay sé& tré nén nguy hiém va nghiém trong néu bi
loi dung dé dang tai, phat tan nhitng ndi dung xau doc, xuyén tac vé chu quyén,
chu truong cua Pang va chinh sach, phap luat cia Nha nudc.

Ghi chii: Danh sdch cdc don vi ton tai cdc website chira néi dung qudng
cdo khong phu hop tai Phu luc IV kem theo.

6. Tinh hinh trién khai cong tic dan nhan Tin nhiém mang cho cac
trang, cong thong tin dién tir theo Quyét dinh s6 17/QP-UBQGCPS nim
2023

Thuc hién nhiém vu dugc giao tai Quyét dinh sd 964/Qb-TTg ngay
10/8/2022 ctia Thu tuéng Chinh phu vé& phé duyét chién luoc An toan, An ninh
mang qudc gia, chu déng Gmg pho véi cac thach thic tir khong gian mang dén
nam 2025, tdm nhin 2023.

Thuc hién muc tiéu theo diém h muc L1 tai Quyét dinh s 17/Qb-
UBQGCDS ngay 04/4/2023 ctia Uy ban Qudc gia vé Chuyén doi s6 vé viéc Ban
hanh K& hoach hoat dong ctia Uy ban Qudc gia vé chuyén doi sé nam 2023, cac
hoat dong di trién khai dé thyc hién muc tiéu “/00% cdc trang, cong thong tin
dién tr cua co quan nha nuwoc duwoc danh gia an toan thong tin va dan nhan tin
nhiém mang”.

DPén hét thang 09/2023 di c6 79 don vi (58 Tinh/Thanh, 21 Bo/Nganh)
trién khai cong tac dan nhan Tin nhiém mang cho céc trang, cong thong tin dién
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tir. Tong s6 trang, cong thong tin dién tir ca cac don vi co quan nha nudc di
duoc cip nhin Tin nhiém mang 3.332 website (552 website ctia 21 Bd/Nganh,
2708 website cua 58 Tinh/Thanh).

Ghi chu: Hién trang triéen khai cong tac dan nhan Tin nhiém mang theo
Quyét dinh s6 17/0D-UBQGCPHS nam 2023 tai Phy luc V kém theo.

7. Diém yéu, 16 hong ton tai trén may tinh cia cac co quan to chirc

Trong thang, Hé thdng k¥ thuat cia NCSC di ghi nhan c6 57.916 diém
yéu, 16 hong an toan thong tin tai cac hé thong thong tin cta cac co quan t6 chirc
nha nuéce. Sb luong diém yéu, 16 héng néu trén 1a rat 16n, do d6 Cuc ATTT da
chi dao Trung tdm Giam sat an toan khong gian mang quéc gia trién khai danh
gia, xac dinh cac 16 hong nguy hiém, c6 anh hudng trén dién rong va hudng dan
cac B§/Nganh khéc phuc. Dac biét co6 mot s6 15 héng da va dang dugc cdc nhom
tan cong loi dung dé thuc hién cac cudc tan cong APT. Dudi day 1a mot s6 16
hong van con ton tai trén nhiéu may chua dugc xir 1y.

Mi diém yéu/  SL may bi
Ghi chi

16 hong anh hudéng

https://nvd.nist.gov/vuln/detail/cve-
1 CVE-2022-26809 14435
2022-26809
https://nvd.nist.gov/vuln/detail/CVE-
2 CVE-2023-21716 5894
2023-21716
https://nvd.nist.gov/vuln/detail/CVE-
3 CVE-2023-4909 5567
2023-4909
https://nvd.nist.gov/vuln/detail/CVE-
4 CVE-2023-4764 4154
2023-4764
https://nvd.nist.gov/vuln/detail/CVE-
5 CVE-2023-4863 3709
2023-4863

Bén canh cac diém yéu/ld hong ghi nhan, Hé thong k§ thuat cia NCSC
con phan tich va phat hién nhiéu may tinh ctia co quan nha nuéc c6 két ndi dén
dia chi IP/Domain nghi ngd doc hai do cac phan mém phong chéng méd doc da
ghi nhan. Thong ké TOP 3 két nbi nghi ngd phat sinh trong thang:




STT IP/Domain nghi ngo
1 differentia[.Jru
2 disorderstatus[.]ru
3 amnsreiuojy[.]ru

Nhim dam bao an toan hé théng, dé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan, to chire phéi hop véi cac don vi thuc hién ra soat xac
dinh va tién hanh “Va” cac 15i trén hé thong dic biét 1a cac 16 hong néu trén./.

Noi nhn: , KT. CUC TRUONG
- Thr truong Nguyén Huy Diing (dé b/c); P 2
- Pon vi chuyén trich vé ATTT/CNTT ciia Vin PHO CUC TRUONG

phong Trung wong Pang, Van phong Qubc hoi,

Vin phong Chu tich nude, Toa an Nhan déan tdi

cao, Vién Kiém sat nhan dan t6i cao, Kiém toan < A

Nha nudc; AR\

- Pon vi chuyén trach vé ATTT/CNTT cta cac by =/ CUC 2\

o quan ngang b, co quan thugc Chinh phu; | ¢ AN T 2 z

-S6 TT&TT céc tinh, thanh pho tryc thuge TW;| 2 . A

- Céc Cuc: Vién thong; Buu dién Trung uong; \§ 2\ THONG TINA=Y/ /
- C4c Trung tim: TTTT, VNNIC; \Z, P . 5

- Cuc truong (dé b/c); S vy sran Dang Khoa
- Cac Phoé Cuc truong; D

- ATHTTT, TT&HTQT, VNCERT/CC;

- Luu: VT, NCSC.L1Q.
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Phu luc V

TINH HINH TRIEN KHAI DAN NHAN TiN NHIEM MANG TREN CAC
TRANG, CONG THONG TIN PIEN TU CUA CO QUAN NHA NUGC
(Kém theo Bdo cdosé ~ /BC-CATTT ngay  thing ndm 2023
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

S6 lwong website

B¢/Co quan ngang B¢/ Co

o . dwgc cap nhin dén Ghi chi

quan trwc thug¢c Chinh phu thang 09/2023
1 B6 Ngoai giao 96
2 Bo No6i vu 10
3 B6 Tu phap 55
4 Bo6 K& hoach va Pau tu 1
5 B0 Tai chinh 135
6 B§ Cong Thuong 13

B Nong nghiép va Phat trién
7 2 A 11

nong thon
8 B6 Giao thong van tai 6
9 B$ Xy dung 0 Chuwa dang ky
10 B¢ Tai nguyén va Moi 0 Chua dang ky
treong
1 B6 Thong tln va Truyén 16
thong

B6 Lao dong - Thuong binh

12 R LA 1
va Xa hoi

B6 Van hoa, Thé thao va Du

13 : 1
lich

14 B6 Khoa hoc va Cong nghé 14
15 B0 Giao duc va Pao tao 7

16 Bo Y té 11
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17 Uy ban Dén tc 0 Chua dang ky
Ngan hang Nha nudc Viét
18 6
Nam
19 Thanh tra Chinh phu 0 Chua dang ky
20 Van phong Chinh phu 1
21 Pai Tiéng noi Viét Nam 0 Chura diing ky
2 Ban Quan ly Lang Chu tich )
H6 Chi Minh
23 Bao hiém X4 hoi Viét Nam 75
24 Thong tin xi Viét Nam 0 Chua dang ky
25 Pai Truyén hinh Viét Nam 1
Vién Han 1am Khoa hgc va < ,
26 Cong nghé Viét Nam 0 Chua ding ky
27 Vién Han 1am Khoa hoc Xa 6
ho1 Viét Nam
Uy ban quén Iy von nha < ,
28 nuoc tai doanh nghiép 0 Chua dang ky
29 Tda An nhan dan t6i cao 84
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2. Danh sach Tinh/Thanh

S6 lrgng website

Tinh/Thanh dwoc cip nhin dén Ghi chi
thang 09/2023

1 An Giang 39
2 Ba Ria — Viing Tau 45
3 Bic Giang 37
4 Bic Kan 48
5 Bac Liéu 5

6 Bic Ninh 64
7 Bén Tre 36
8 Binh Pinh 35
9 Binh Duong 18
10 Binh Phudc 22
11 Binh Thuan 34
12 Ca Mau 41
13 Cén Tho 28
14 Cao Bang 37
15 Pa Ning 79
16 Dik Lik 6
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17 Pik Nong 26

18 bién Bién 16

19 Pong Nai 30

20 DPong Thap 65

21 Gia Lai 30

22 Ha Giang 0 Chua dang ky
23 Ha Nam 28

24 Ha Noi 186

25 Ha Tinh 0 Chua dang ky
26 Hai Duong 14

27 Hai Phong 4

28 Hau Giang 33

29 Hoa Binh 28

30 Hung Yén 30

31 Khanh Hoa 148

32 Kién Giang 70

33 Kon Tum 0 Chua dang ky
34 Lai Chau 3
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35 Lam Dong 32
36 Lang Son 4
37 Lao Cai 54
38 Long An 47
39 Nam Dinh 239
40 Ngh¢ An 6
41 Ninh Binh 23
42 Ninh Thuan 30
43 Pht Tho 40
44 Pht Yén 1
45 Quang Binh 33
46 Quang Nam |
47 Quang Ngai 78
48 Quang Ninh 27
49 Quang Tri 0 Chua dang ky
50 Soc Trang 65
51 Son La 39
52 Tay Ninh 45




30

53 Thai Binh 26
54 Thai Nguyén 1
55 Thanh Hoa 62
56 Thira Thién Hué 281
57 Tién Giang 31
58 TP H6 Chi Minh 8
59 Tra Vinh 92
60 Tuyén Quang 0 Chua dang ky
61 Vinh Long 147
62 Vinh Phtic 46
63 Yén Bai 37




