BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM

CUC AN TOAN THONG TIN Poc 1ap - Tu do - Hanh phiic
S6:12  /BC-CATTT Ha Néi, ngay 21 thang 06 ndm 2023
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 05/2023
va thong ké két ndi chia sé dir liéu vé ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang

Vin ban s 729/CATTT-NCSC vé
viéc 16 hong bao mat anh huong

Microsoft cao va nghiém trong trong cac san
phdm Microsoft cong bd thang
05/2023  phat hang ngay
15/05/2023.

2. Tinh hinh trién khai céng tic phong chong phan mém déc hai va
chia sé dir liéu ma dgc theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi sb 14/CT-TTg ctia Thu tréng Chinh phii ban hanh ngay
25/5/2018 vé viéc nang cao nang luc phong, chdng phan mém doc hai, Cuc An
toan thong tin di giao Trung tim Giam sat an toan khong gian mang quéc gia
(NCSC) hd trg 14 doanh nghiép c6 giai phap phong chéng ma doc thuc hién két
nbi chia sé¢ dir liéu ma doc theo van ban 2290/BTTTT-CATTT ngay 17/7/2018
vé viéc huéng dan két ndi, chia sé thong tin vé mi doc giita cac hé théng ky
thuat. Danh sach san pham phong chong ma doc co kha nang két ndi chia sé dir
liéu cap nhat tai: https://www.ais.gov.vn/thong-tin-tham-khao/danh-sach-san-
pham-phong-chong-ma-doc-co-kha-nang-ket-noi-chia-se-du-lieu.htm

Dén hét thang 05/2023 di c6 87 don vi (63 Tinh/Thanh, 24 B/Nganh)
trién khai giai phap phong chéng ma doc tap trung va thyuc hién két ndi chia sé
thong tin vé mi doc v6i Trung tim Giam st an toan khong gian mang quc gia
(NCSC).

Trong thang 05/2023, thong qua két ndi chia sé dir liéu vé ma doc tir 87
don vi, Hé théng k¥ thuat cia Trung tdim Giam sat an toan khong gian mang
quéc gia (NCSC) ghi nhan 74/87 don vi c6 két ndi thudng xuyén. Trong cac don
vi két ndi thuong xuyén co 74/74 don vi chia sé vé hé diéu hanh cac may (tong
sO may 13 148.834).
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Tinh dén thang 05/2023 c6 04 don vi bao gobm: B Gido duc va Pao tao,
B0 Lao dong - Thwong Binh va Xa hoi, Bo Nong nghiép va Phat trién nong
thon, Uy ban Dan tdc chua thuc hién chia sé dit liéu ma doc vé Hé thong ky
thuat ciia Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC). Vi
vay, dé nghi cac don vi thuc hién chia sé¢ day du thong tin dit liéu mi doc nham
nang cao ning luc phong, chong phan mém doc hai va thuc hién danh gia chi sb
lay nhiém phan mém ddc hai & cac bd, nganh, dia phuong, coi day 1a mét trong
nhiing ti€u chi danh gid muc do bado dam an toan thong tin ctia cac bd, nganh,
dia phuong.

Mot s6 don vi cé s6 lwong may chia sé trong thang twong d6i day di:
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880 lugng méy chia sé trong théng (mi dc) 86 lugng may chia sé trong thing (mi doc)

Ghi chi: Hién trang trién khai giai phap phong chong ma doc dap ung
yéu cau cua Chi thi s6 14/CT-TTg nim 2018 tai Phuy luc I kém theo.

3. Tinh hinh trién khai cong tic giam sat an toan thong tin va két ndi
chia sé dir li€éu giam sat theo Chi thi 14/CT-TTg nam 2019

Thuc hién Chi thi sb 14/CT-TTg ctia Thu tréng Chinh phil ban hanh ngay
07/6/2019 vé viéc ting cudng bao dam an toan, an ninh mang nham cai thién chi
$6 Xép hang ctua Viét Nam, Cuc An toan thong tin da giao Trung tdm Giam sat
an toan khong gian mang qudc gia (NCSC) hd trg 13 doanh nghiép c6 giai phap
gidm sat an toan thong tin thuc hién két ndi chia sé dit lidu theo vian ban
2973/BTTTT-CATTT ngay 04/9/2019 vé viéc hudéng dan trién khai hoat dong
giam sat an toan thong tin trong co quan, t6 chirc nha nudc.

DPén hét thang 05/2023 di co6 87 don vi (63 Tinh/Thanh, 24 Bo/Nganh)
trién khai cong tac giam sat an toan thong tin va thuc hién két ndi chia sé dit liu
giam sat voi Trung tAm Gidm sat an toan khong gian mang qudc gia (NCSC).

Trong thang 05/2023, thong qua két ndi chia s¢ dir liéu giam sat tir 87 don
vi, Hé thong k¥ thuat ciia Trung tim Giam sat an toan khong gian mang qudc gia
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ghi nhan 69/87 don vi c¢6 két ndi chia sé dir liéu twong d6i day du, 18/87 don vi
bi mét két ndi chia sé di liéu.
Mot s6 don vi c6 két ndi chia sé dir liéu giam sat trong thiang twong

déi day du:
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Ghi chii: Hién trang két ndi chia sé dir lidu giam sat tai Phu luc kém theo.

4. Tinh hinh ldy nhiém ma d§c trén ca nwéc

Trong thang, Hé thong k¥ thudt cua Trung tdm Gidm st an toan khong
gian mang quéc gia (NCSC) da ghi nhan 512.712 dia chi IP cua Viét Nam nam
trong mang botnet (gidm 11% so véi thang 04/2023), trong d6 c6 160 dia chi IP
cla co quan, t6 chirc nha nuéc (13 dia chi IP B&/Nganh, 147 dia chi IP
Tinh/Thanh).

Théng ké s6 lwgng mé doe/botnet Bo nganh va co quan true

thudc Chinh phu Théng ké s6 lwong mi doc/botnet tai mot s6 dia phuong
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Ghi chiui: Danh sdich cac don vi ¢6 dia chi IP nam trong mang botnet
Trung tam NCSC phat hién co tai phu luc 3 kem theo.

Thong tin chi tiét vé cac dia chi IP nam trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/N ganh, Tinh/Thanh c6 thé tra clu, cap nhat thong
tin thuong xuyén thong qua tai khoan di c6 trén Hé thong giam sat tir xa do
Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) cép. Thong tin
tir Hé théng ciing c6 thé tham khao, sir dung dé danh gia hiéu qua giai phap
giam sat, phong chéng ma doc tap trung dang trién khai.
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5. Piém yéu, 16 hong ton tai trén may tinh ctlia cic co quan to chirc

Trong thang, Hé thong k¥ thuat cia NCSC di ghi nhan c6 58.100 diém
yéu, 15 hong an toan thong tin tai cac hé thdng thong tin cta cic co quan to chirc
nha nuée. SH luong diém yéu, 16 héng néu trén 1a rat 16n, do d6 Cuc ATTT da
chi dao Trung tdm Giam sat an toan khong gian mang qudc gia trién khai danh
gia, xac dinh céac 16 hong nguy hiém, c6 anh huong trén dién rong va huéng dan
cac B§/Nganh khic phuc. Bac biét c6 mdt s6 15 héng da va dang dugc cac nhom
tan cong loi dung d@é thuc hién cac cudc tan cong APT. Dudi ddy 1a mot sb 16
héng van con ton tai trén nhiéu may chwa duoc xu 1y.

Ma diém yéu/ SL may bi
TT Ghi chu

16 hong anh hwong

https://nvd.nist.gov/vuln/detail/cve-
2022-26809

1 | CVE-2022-26809 11682

https://nvd.nist.gov/vuln/detail/CVE-
2023-2468

2 | CVE-2023-2468 10229

https://nvd.nist.gov/vuln/detail/CVE-
2023-2726

3 | CVE-2023-2726 6184

https://nvd.nist.gov/vuln/detail/CVE-
2023-21716

4 | CVE-2023-21716 4339

https://nvd.nist.gov/vuln/detail/CVE-
2023-27366

5 | CVE-2023-27366 3673

Bén canh cac diém yéu/ld hong ghi nhan, Hé thong k§ thuat cia NCSC
con phén tich va phat hién nhiéu may tinh cta co quan nha nudc c6 két ndi dén
dia chi IP/Domain nghi ngd ddc hai do cac phan mém phong chéng ma doc da
ghi nhan. Théng ké TOP 4 két ndi nghi ngd phat sinh trong thang:

STT IP/Domain nghi ngo STT IP/Domain nghi ngo

1 atomictrivia.ru 3 differentia.ru

2 disorderstatus.ru 4 103.200.97.189
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Nhim dam bao an toan hé théng, dé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan, t6 churc ra soat xac dinh va tién hanh “Va” cac 13i trén
hé thong, dac biét 1a cac 16 hong, diém yéu néu trén.

Tran trong./.

Noi nhén: KT. CUC TRUONG
- Thit truéng Nguyén Huy Diing (dé blc); R 2
- Bon vi chuyén trach vé ATTT/CNTT cua Van PHO CUC TRUONG

phong Trung wong Dang, Vin phong Qudc hoi,
Vin phong Chu tich nudce, Toa an Nhan dan tdi
cao, Vién Kiém sat nhan dan tbi cao, Kiém toan
Nha nuéc;

- Pon vi chuyén trach vé ATTT/CNTT cua cac b

co' quan ngang bo, co quan thudc Chinh phu;  [/©]
- S& TT&TT céc tinh, thanh phd truc thude TW; || % |
- Cac Cyc: Vién thong; Buu dién Trung uong; !
- Céac Trung tam: TTTT, VNNIC;

- Cuc trudng (dé b/c);

- Cac Pho Cuc trudng;

- ATHTTT, TT&HTQT, VNCERT/CC;

- Luu: VT, NCSC.




